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Abstract

Poverty and cybercrime are two topical concepts that have attracted a lot of interest in Nigeria and in the
global community today. This study used the compartmental mathematical modelling approach to provide a
comprehensive framework for analyzing the dynamics of poverty and its relationship with cybercrime in the
South-South region of Nigeria. The model was derived from a five-compartment representation from which a
set of five ordinary differential equations (ODEs) was developed, which captures its dynamism. The stability
analysis and determination of the conditions for stability at steady state of the system were done using the
Routh Array criterion. The ODEs were solved numerically using the fourth-order Runge Kutta method.
Findings reveals that intervention programmes at different stages can help decrease the population in both
impoverished and cybercrime compartments in the region.
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1 Introduction

The issue of poverty has always been a subject of interest for both developed and developing nations in the
world. A great amount of efforts and resources are invested annually by government and non-governmental
agencies to tackle the menace of its scourge. Instead of abating, it is rather expanding. Fields (1994) defines
poverty as the inability, by individuals and communities, to command sufficient resources to satisfy basic needs
and necessities of life. The United Nations (1998) explained the effects of poverty to include denial of decent
choices and opportunities, violation of human worth and dignity, and lack of capacity to participate meaningfully
and effectively in society.

Cybercrime, on the other hand, is a category of criminal conduct that entails the use of computers and other
network instruments to cheat or to hurt other people. They include phishing, identity theft, hacking, hijacking,
stalking, viruses and malware, software piracy, advocating terrorism, and pornography. Most cybercrimes are
committed by those who want to make money, and this has proved to be attractive to youths as a means of
acquiring wealth. Ogunleye and Oloyede (2020) identify poverty as a key factor for cybercrime using different
socioeconomic factors in Nigeria. Their study’s main point is that poverty is among the main factors that lead
to an increased incidence of cybercrime. Those who have limited opportunities to make a living become involved
in criminal activities for monetary reward. By doing a statistical analysis, the authors explain how the rates
of unemployment, education level, and income determine the increase in cybercrimes. Nwagbara and Nwafor
(2021) explore the socioeconomic factors contributing to cybercrime among youths in Lagos State, Nigeria. Their
studies reveal certain economic conditions correlate with the incidence of cybercrimes among young people. The
authors add that increased cases of unemployment and poverty ensure youths participate in cybercrime so as to
generate an income. In turn, they employ both qualitative and quantitative approaches to show that another
variable is the educational background, and the possibility of using a technical tool also defines the extent of
youth engagement in cybercriminality acts, while in 2022 Adebayo and Adepoju examine the correlation between
youth unemployment and cybercrime in Nigeria; policy imperatives arising from the lesson learned. The authors
claim that the high rate of unemployment of the young people leads to the propensity of the young people to
indulge in cybercrimes since they look for other ways of making their living. Using qualitative and quantitative
methodologies integrated into the present research, one realizes that the lack of employment opportunities makes
youths easily becoming fertile ground for recruiters to engage them into the business of cybercrimes as a way of
survival.

Adesina (2017) concluded that there was a strong relationship between poverty and cybercrime in Nigeria, while
Alabi et al (2023) also identified poverty as well as peer pressure as major determinants of youth involvement
in cybercrime in Nigeria. Ugwuanyi et al. (2020) identified common cybercrimes in Nigeria to include ATM
fraud, phishing, and identity theft and observed that a sizeable proportion of internet users in Nigeria have
encountered cybercrimes of varying degrees.

The SIR class of epidemiological models has been used extensively to simulate the effect of intervention
programmes on the dynamics of a disease. For instance, Aghanenu et al. (2022) simulated the effect of vaccines
on the spread of COVID-19, while Urumese and Igabari (2023) investigated the effect of social distancing and
community lockdown on the spread of the pandemic. Compartmentalized epidemiological models have been
adapted by several researchers to explain the spread of social diseases such as poverty, and such mathematical
models have been instrumental in analyzing, predicting, and suggesting strategies to minimize poverty and its
associated social vices. Rao, Keshri, Mishra, and Panda in 2019 developed a differential e-epidemic model to
analyze Distributed Denial of Service (DDoS) attacks on computer networks, particularly in sectors of greatest
importance. Their model replicates the propagation process of DDoS attacks toward the distinguished resources
and also illustrates the weaknesses inside the interconnected systems, which are crucial for the infrastructure.
This paper contributes to our understanding of DDoS attack dynamics by conceptualizing them as viruses that
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spread through systems networks and using this analysis to help construct better defense measures for critical
networked assets. Thus, this approach is more applicable when considering threat in the context of some system
and is conducive to the notion of building effective defense mechanisms in the cyber sphere, and also in 2023,
Rao, Rauta, Kund, Sethi, and Behera (2023) developed a mathematical model to investigate the behaviour of
Distributed Denial of Service (DDoS) attacks within computer networks. This area has become increasingly
important due to the ongoing threats posed by DDoS attacks to cybersecurity. This work relates to their model
in revealing the features of the network traffic flow during an attack that could be used in presenting patterns
of such attacks. Notably, the authors defined certain quantitative measures concerning network traffic, which it
is believed might serve as early warning indicators of a DDoS attack. In a study on poverty and drug addiction
in Bangladesh, Sakib, Islam, Shahrear, and Habiba (2017) developed a compartmental model to investigate the
impact of governmental and non-governmental intervention programmes. Their model classified the population
into five groups: non-impoverished, impoverished, drug-addicted, rehabilitated, and recovered. Their findings
suggested that intervention programmes could cut poverty and drug addiction incidences. Based on the above
study, Islam, Sakib, Shahrear, and Rahman (2017) added the aspect of snatching into their modelling and
analyzed the impact of intervention programmes on the rate of poverty, drug addiction, and snatching. From
their simulation results, they found out that defensive intervention programmes from the government and
non-government organizations, religious organizations, and individuals could curb these problems. In Nigeria,
Oduwole and Shehu (2013) created a compartmental model for poverty and prostitution. Their study considered
a population divided into five groups: non-impoverished, impoverished, prostitution, disease infected, and
rehabilitated. The outcomes of the studies established that intervention programmes could help reduce both
prostitution and poverty levels. The same population classification was used by Akinpelu and Ojo (2016) but
with different flow diagrams; according to them, government intervention is highly important in mitigating the
occurrence of poverty. In West Malaysia, Roslan, Zakaria, Alias, and Malik (2018) fostered a three-compartment
mathematical model of impoverished, poor, and criminal. According to their simulation, the results showed that
a high level of government interference decreased both crime and poverty.

Having analyzed the existing bibliography and bearing in mind the direct correlation between poverty and
cybercrime, the purpose of the current study is to construct a compartmental model that will identify the
connections between poverty and cybercrime and explore strategies for their massive reduction.

2 Model Formulation

Putting a total end to cybercrime is almost impossible but, intensifying interventions in order to control poverty
rate in a bid to lower the rate of cybercrime is possible. This model considered five classes of people in the
South-South region of Nigeria. The classes considered includes: non-impoverished class N(t), impoverished class
P(t), cybercrime class C(t), jailed class J(t), and rehabilitation class R(t). The selected classes are dynamic
in nature, i.e., they are meant to change with time. Based on this fact, sets of first order ordinary differential
equations were developed from Fig. 1, which are shown in equations 1 to 5. Aside those five model variables
listed above, there are also model parameters in Fig. 1. The detailed description of the model variables and
parameters are as shown in Tables 1 and 2, respectively.

In regard to the dynamics between the different classes, the following assumptions have been made in the model.
First, people will transit from the non-impoverished class N(t) to impoverished class P(t) at the rate of 3, due
to unemployment or low paying jobs and with some policy influences from the government. Secondly there is a
high rate of transition of individuals into the cybercrime class C(t) due to poverty at the rate of 7. Furthermore,
with a probability rate of a, some of the people in the non-impoverished class N (t) may also join the cybercrime
class C(t) a situation that is however rare. In addition, members of the cybercrime class C(t) risk arrests and
incarceration with a probability of ¢. Finally, those who have been rehabilitated may go back into perpetrating
cybercrime at the rate of w, due to interactions with members of the cybercrime class.
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Fig. 1. Flow diagram for the dynamic behaviour of the system

The variables and parameters used in the model are defined in Tables 1 and 2 respectively

Table 1. Description of the Model Variables

Variables Description

N(t) Non-impoverished class
P(t) Impoverished class
C(t) Cybercrime class

J(t) Jailed class

R(t) Rehabilitation class
T(t) Total Population

Table 2. Description of the Model Parameters

Parameter Description

B Rate of movement from non-impoverished class N(t) to impoverished class P(t)

« Rate at which individuals in the non-impoverished class N(t) engage cybercrime C(t)

vy Rate at which individuals in the impoverished class P(t) get involved in cybercrime C(t)

%) Rate at which people in the cypercrime class C(t) get caught by law enforcement
agencies and moved to jailed class J(t)

T The rate at which individuals in the Jailed class J(t) moved to rehabilitation class R(t)

w Transition rate from rehabilitation class R(t) to cybercrime class C(t)

P The rate of transition from impoverished class P(t) to rehabilitation class R(t)

k1 Death rate due to unnatural death in the cybercrime class C(t)

ko death rate due to gun duel in the jailed class J(t)

M Birth/Death rate

dN aNC

N =N (5 (2.)
P _PC

P BN T (Y +uP (2.2)
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dC _ yPC  aNC n wRC(a +7)

7 T T T —(p+p+k)C (2.3)
dJ
u =@C — (T+ p+ka)J (2.4)
dR wRC(a +7)
P TJ T +¢YP —uR (2.5)

3 Mathematical analysis of the Model at Steady State

A steady state in Mathematical modelling refers to a condition where the variables of a system remain constant
over time, despite ongoing processes that strive to change them. This means that the system has reached
a point of equilibrium where the rates of input and output are balanced. This simply means that dA =0,
A= N,P,C,J,andR. Subjecting equations 2.1 to 2.5 to definition of steady state, gives:

0=y~ D€ (B4 N =1, (3.1)
o:ﬂN—%—(«wru)P:fz (3.2)

0= 250+ FE+ ORI otk = (3:3)
0=¢C—(T+p+k)J = fa (34)
0:7_(],%4,1/)]37,“}2:]"5 (35)

To determine if the system is stable under steady state condition, firstly Jacobian matrix have to be defined:

rofs  9f1 8f1 9fi  9f1
N 9P 9C 8] OR

9f2 9f2 9f2 9f2 Of2
ON oP oC oJ OR

_ | ofs 9fs 9fs 9fs 9fs
JM =58 3% 3¢ 55 o (3.6)

Ofa Ofa  Ofa Ofa Ofa
ON oP oC oJ OR

9fs 9fs 9fs 9fs 9fs
-ON oP ocC oJ OR -

Substituting equations 3.1 to 3.5 into equation 3.6 gives:

(— %2 —(B+n) 0 o 0 0
8 (=3 —(p+p)) ehe 0 0
o G CEF 2B —rutk) 0 B
0 0 7 —(T7+p+k2) 0
0 " (- wR(;M)) = (— Wc(;+7)7u>

Secondly, the characteristics equation has to be defined. Following Islam et al., (2017) approach, the characteristics
equation is given as:

(oo (-] (3 o250 o)

o - (22572 )
Let (—2€ — (B+p)) = a, (—%—(wﬂt))zb(”TJr%{VnLM (<p+,u+k51))=c,(7'+,u+k2)=d,

(—%—u)ze

(s—a)(s—=b)(s—c)(s+d)(s—e)=0 (3.7)
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Expansion of equation 3.7 gives:

s>+ (—e+d—c—b—a)s*+ (—cd — bd + bc — ad + ac + ab — de + ce + ae + be) s>+
(bed + acd — abe + cde + bde — bee + ade — ace — abe + abd) s°+ (3.8)
(—bede — acde — abde — abde + abce — abed) s + abede = 0

Let —e+d—c—b—a=a1, —cd —bd+ bc — ad + ac+ ab — de + ce + ae 4+ be = az, bed 4+ acd — abe + cde 4 bde —
bce + ade — ace — abe + abd = a3, —bcde — acde — abde — abde 4+ abce — abed = a4, abede = as

The characteristics equation becomes:

s+ a1st +ass® +aszs® +agst +as =0 (3.9)

Lastly, we apply the Routh Array method to obtain condition for stability in equation (3.9)

5 1 ax au
54 al as as
83 bl b2 0
s2 by by O
s' b5 0 0
s b 0 0
1 as 1 a4 a1 as a1 as b1 b2
_1 _1 - _1 - _1 - _1 —
bl a1 |ay as b2 a1 gy a5a b3 b1 bl b2 ) b4 b1 bl 0 ) b5 b3 b3 b47 bﬁ
_abs b
bs bs 0

The system is stable if all values of b; (i = 1,2,3,4,5,6) are positive. it becomes unstable if any value of b; is
negative.

4 Model Simulation

Data used for the simulation are as shown in Tables 3 and 4. To simulate and analyse the model, data obtained
from Nigeria Bureau of Statistics NBS (2019) and field survey for research purpose were used to derived initial
value of the model variables (Table 3). Parameters value were assumed after careful comparison with what is
obtainable in literature. Results of simulation are illustrated in Figs. 2, 3, 4, and 5.

Table 3. Initial value of the model variables

Variables T N(0) P(0) C(0) J(0) R(0)
Values 33980000 25480000 8500000 260780 83084 151660

Source: NBS, (2019), Field Survey.

Table 4: Estimated value of the model parameters

Parameters B « ol %) T w P k1 ko
Values 0.078 0.31 0.32 0.22 0.35 044 0.09 0.02 0.0071

Source: Assumed.
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Fig. 2. Simulation of different classes under intervention programmes
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Fig. 3. Simulation of different classes without an intervention programme
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Fig. 4. Simulation of P(t) class under low and high intervention programmes
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Fig. 5. Simulation of C(t) class under low and high intervention programmes
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5 Discussion

The simulation result under an intervention programme is as shown in Fig. 2. The three intervention parameters
of the model are ¢, 7, and 1 and their numeric values are shown in Table 4. The following observations were
drawn from Fig. 2.

1. The N(t) class reduces over time to a certain point, after which it becomes constant.
2. The P(t) class increases slightly from the initial value, then continuously decreases over time and stabilizes.

3. The C(t) and J(t) classes have almost the same progression. Both classes increase over time for a period
and then become stable.

4. The R(t) class increases over time for a period and then becomes stable.

Under non-intervention programme, ¢, 7, and ¢ were all equal to 0. Simulation result under non-intervention
programme is as shown in Fig. 3. The J(¢) and R(¢) classes are 0 in Fig. 3 when there was no intervention
programme. Comparing Figs. 3 with 2, it was revealed that lack of intervention programmes increases the rates
of those in impoverished and cybercrime classes. This experiment observed the reason why both governmental
and non-governmental organisations in South-South region of Nigeria should invest in well meaning programmes
that will mitigate against rise in poverty and cybercrime mostly among the youth. Having shed light on the
need for intervention programmes, there is also need to numerically investigate the influence of low and high
intervention in the control of poverty and cybercrime. For the low intervention the values of ¢, 7, and ¥
were assumed to be 0.05, 0.07 and 0.01 respectively while at high intervention the values were 0.42,0.53 and
0.21 respectively. Figs. 4 and 5 revealed that poverty and cybercrime rate can be reduced with the help of
intervention programmes.

6 Conclusion

In this study, we developed a compartmental mathematical model that acts as a parameter in formulating
an equation framework to analyze the flow and interaction between poverty and cybercrime in the South-
South region of Nigeria. Our findings reveal that poverty and cybercrime can be massively reduced in this
region provided there are concerted efforts by all stakeholders, including governmental and non-governmental
organizations. Effective intervention programmes such as policies and initiatives targeted at raising people
out of poverty, are a necessity. Education, skill acquisition, and job placement should deliberately form part
of these programmes so that the practitioners reduce their economic incentives to engage in cypercrime. In
addition, based on the estimates from our model, rehabilitation programmes for the offenders implicated in
cybercrime are crucial in addressing poverty and reducing the incidence of cybercrime. As such, there is an
effective process where offenders intervene with adequate means toward a successful reintegration process in
society. Such programmes aim at ensuring once released offenders are upholded and they start earning for their
livelihood, thus reducing rates of recidivism.

Disclaimer (Artificial Intelligence)

Authors hereby declare that NO generative Al technologies such as Large Language Models (ChatGPT,
COPILOT, etc) and text-to-image generators have been used during writing or editing of manuscripts.

Competing Interests

Authors have declared that no competing interests exist.

81



Ohwojeheri et al.; Asian Res. J. Math., vol. 20, no. 11, pp. 73-85, 2024; Article no. ARJOM.126400

References

Adebayo, A., & Adepoju, A. (2022). Youth unemployment and cybercrime: Policy implications for Nigeria.
African Journal of Economic Review, 10(2), 25-39.

Adesina, S. O. (2017). Cybercrime and poverty in Nigeria. Canadian Social Science, 13(4), 19-29. https://doi.
org/10.3968/9394

Aghanenu, E. O., Igabari, J. N., Jenije, R., & Arunaye, F. I. (2022). Simulating models for the transmission
dynamics of a novel coronavirus under the administration of an imperfect vaccine in Nigeria. Journal of
Mathematical and Computational Science, 12, 155. https://doi.org/10.28919/jmcs/7254

Akinpelu, F., & Ojo, M. (2016). A mathematical model for the dynamic spread of infection caused by poverty
and prostitution in Nigeria. International Journal of Mathematical Science Research, 4, 33-47.

Alabi, A., Bamidele, A. H., & Oladimeji, A. B. (2023). Poverty and youth engagement in cybercrime in Nigeria:
An overview of its effects on national security. Gombe Journal of Administration and Management (GJAM),
5(1), 94-106.

Fields, G. (1994). Poverty changes in developing countries. In R. Van Der Honven & R. Anken (Eds.), Poverty
monitoring: An international concern (pp. xx-xx). New York: St. Martins Press.

Hassan, A. B., Lass, F. D., & Makinde, J. (2012). Cybercrime in Nigeria: Causes, effects, and the way out.
ARPN Journal of Science and Technology, 2(7).

Islam, M. A., Sakib, M. A., Shahrear, P., & Rahman, S. M. S. (2017). The dynamics of poverty, drug addiction,
and snatching in Sylhet, Bangladesh. JOSR Journal of Mathematics, 13(3), 78-89.

Nwagbara, U., & Nwafor, C. (2021). Socioeconomic factors influencing cybercrime among youths in Nigeria: A
case study of Lagos State. International Journal of Cyber Criminology, 15(1), 1-16.

Ogunleye, O., & Oloyede, O. (2020). The impact of poverty on cybercrime in Nigeria: An analysis of
socioeconomic variables. Nigerian Journal of Economic and Social Studies, 62(3), 45-62.

Oduwole, H. K., & Shehu, S. L. (2013). A mathematical model on the dynamics of poverty and prostitution in
Nigeria. Mathematical Theory and Modeling, 3(12), 74-80.

Rao, Y. S., Keshri, A. K., Mishra, B. K., et al. (2019). Distributed denial of service attack on targeted resources
in a computer network for critical infrastructure: A differential e-epidemic model. Physica A, 123240. https:
//doi.org/10.1016/;j.physa.2019.123240

Roslan, U. A. M., Zakaria, S., Alias, A., & Malik, S. M. Abd. (2018). A mathematical model on the dynamics
of poverty, poor, and crime in West Malaysia. Far East Journal of Mathematical Sciences, 107(2), 309-319.

Sakib, M. A., Islam, M. A., Shahrear, P., & Habiba, U. (2017). Dynamics of poverty and drug addiction in
Sylhet, Bangladesh. Journal of Multidisciplinary Engineering Science and Technology, 4(2), 6562-6569.

Ugwuanyi, S., Okechukwu, A., Prince, O., Okechukwu, N., & Irvine, J. (2020). Cybercrimes in Southern Nigeria
and survey of IoT implications. In 1st IEEE Multi-Conference Technical Series (MCTS) 2020, AUN, Nigeria.

United Nations. (1998). Statement of commitment for action to eradicate poverty. Adopted by Administrative
Committee on Coordination. Press Release. ECOSOC/5759.

Urumese, B. D., & Igabari, J. N. (2023). A mathematical model of the effects of social distancing and community
lockdown on the spread of the COVID-19 pandemic in Nigeria. Nigerian Journal of Science and Environment,
21(1), 156-173.

82


https://doi.org/10.3968/9394
https://doi.org/10.3968/9394
https://doi.org/10.28919/jmcs/7254
https://doi.org/10.1016/j.physa.2019.123240
https://doi.org/10.1016/j.physa.2019.123240

Ohwojeheri et al.; Asian Res. J. Math., vol. 20, no. 11, pp. 73-85, 2024; Article no. ARJOM.126400

Rao, Y. S., Keshri, A. K., Rauta, S. N., Kund, B., Sethi, J., & Behera, J. (2023). Mathematical model on
distributed denial of service attack in the computer network. WSEAS Transactions on Communications,
22(18), 183-191. https://doi.org/10.37394/23204.2023.22.18

83


https://doi.org/10.37394/23204.2023.22.18

Ohwojeheri et al.; Asian Res. J. Math., vol. 20, no. 11, pp. 73-85, 2024; Article no. ARJOM.126400

Appendix

Numerical analysis of the Model

The system flow diagram in Figurel was simulated numerically using classical 4th order Runge-Kutta method
in MATLAB environment. The algorithm for the simulation is given below:

Step 1: Initial value of N (1), P (1),C(1),J(1),R(1).

Step 2: Choose a step size (h).

Step 3: Find the increment of each population class that make up the model.
k= p- T (i) — SEE — (84 ) - N (i)

my=B- N (i) = 22D — (¢ + ) - P (i)

py = BRQLO | aNDCW) | wROCOE _ (o4 it fy) - C (i)
Jr=¢-C0) = (T+pu+ks)-J(0)

=7 J (i) = ST g P(i) — - R (i)

o (NG5 (ct)+5)

ko = - T (i) — il 22— (B+p)- (NG +4)

ma= - (N () +4) = T ) (PO + )

o = (P(z)+m;()l>(c(i)+p71) n a-(N(i)+ 2T<) )(c(z)+ 1) w-(R()+F)- (TC(Z(;)ul) (ety) (o+p+k)- (C()+2)
Je=p- (CE)+B)—(T+p+k)  (J()+L)

ro=7 (J(0) + ) - SRV EOIENCD g (p ) my e (RG)+ )

to =7 () - “EOEHEOE 4 (v )+ )

my =B+ (N (9)+ %) - TEOEEOTE - (P i)+ 32)

ps = ”‘(P(m%&}(c“”%) MSGis T<) )(C('sz) 4 BOTENGOVENEID (o 4t Ka) - (C () + 72)
js=¢- (C( &)*(TJrqukQ) (JG)+%)

= O+ - (ROVF) EOTVEN D gy (P () +m2) — - (RG) + )

ha=p-T(i ) AR SRR — (B 1) - (N (0) + ks)

=B (N(5)+ks) — * (P@*’“ﬁ?s“ D583 (3 + pr) - (P (i) +ms)
-(P(i)+m3)-(C(i (N (i)+k3)-(C(i w-(R(i (C(i)+p3)- .
= 2PUme) (Oi)tps) | Ntk (CO)tpa) 4 @ (ROIT)(COER) 4 _ (1 4 Ky) - (C (3) + pa)

2
Ja=¢-(C(i) +ps) = (T +p+k2) - (J (i) + js)
ra =7 (] (D) 4 s) — SRS — g (P (1) +m) — - (R(D) +73)

T(i

Step 4: Calculate the next step of N, P,C, J and R.
N@Gi+1)=N@) +2 (k142 -ka+2 ks +ka)
Pi+1)=P(@)+ 2 (mi+2 -ma2+2-ms+ma)
Ci+1)=C@E)+2 (p1+2-p2+2-ps+ps)
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JA+1)=J@) + g (i +2-j2+2-js + ja)
Ri+1)=R(i)+ 2 -(ri+2-r2+2 r3+r4)
t@+1)=t@@)+h

Step 5: Repeat steps 3 and 4 until desired ¢ is achieved.
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